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Association of Colleges 

Advice Note: Post-Brexit Changes to Data Protection & GDPR 

1 Summary 

1.1 As you will be aware, the Trade and Cooperation Agreement (“TCA”) was agreed between the UK and the 
EU before the end of the implementation period which expired on 31 December 2020.  The TCA provides 
some much-needed breathing space on the issue of data export between the EU and the UK, although it 
does not deal with all aspects of data protection compliance arising from the UK’s departure from the EU.  
There are, however, still a number of issues that UK colleges should consider to ensure they remain 
compliant with applicable data protection laws post-Brexit. 

1.2 If the college has not already done so, it is important to: 

1.2.1 understand the college’s cross-border flows of personal data (see 2.1 - 2.4 below); 

1.2.2 consider whether the college needs to appoint a European Economic Area (“EEA”) representative 
(see 2.5 below); and 

1.2.3 update any GDPR documentation (see 2.6 below). 

2 Changes following the end of the Brexit implementation period 

2.1 Compliance with UK GDPR and EU GDPR 

Following the end of the implementation period, GDPR has been retained in domestic law with a small 
number of UK-specific amendments (“UK GDPR”).  The UK GDPR is now in force, and colleges established 
in the UK must therefore comply with it.  The UK GDPR has extra-territorial effect and so some colleges and/ 
or education providers outside of the UK will also be caught by it. 

The EU GDPR may also continue to apply to UK colleges. If a UK college has an establishment in the EEA, 
then they will be subject to the EU GDPR. An “establishment” means “any real and effective activity – even a 
minimal one” through “stable arrangements”. The threshold is fairly low and is fact-specific, but the presence 
of an employee or agent in the EEA that liaises with EU students could suffice. If, therefore, a UK college has 
such presence in the EEA (e.g.  through a French campus or an employee that liaises with French students) 
it could be subject to the EU GDPR. 

The EU GDPR also has extra-territorial effect, which means that even if a UK college does not have a 
presence in the EEA, if it continues to provide services or goods to individuals based in the EEA or monitors 
their behaviour then that college will be subject to the EU GDPR, as well as the UK GDPR. 

“Monitoring” is a broad concept, which includes dropping cookies on a website and using them to track what 
website users are doing, using behavioural advertisement, or carrying out surveys/ other behavioural studies 
based on individual profiles in the EEA.  Simply operating a generally accessible website will not typically be 
enough to trigger this obligation.  However, if the college actively solicits overseas students from countries in 
the EEA or publishes sections of its website aimed at overseas students from countries in the EEA, then the 
college may be subject to this requirement.  The college should consult its data protection officer or legal 
department for help with this, as which side of the line you fall is very fact-specific. 
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Regardless of whether the college is subject to the UK GDPR or the EU GDPR, its obligations will be very 
similar.  Any GDPR readiness project and associated documentation will remain relevant, subject to some 
fairly minor changes outlined below. 

2.2 Sending personal data from the UK to the EEA 

The UK Government has confirmed that for now, personal data can be sent from the UK to organisations in 
the EEA without any additional formalities. The position is the same as pre-Brexit, although the UK 
Government has confirmed that this will be kept under review. 

2.3 Sending personal data from the UK to countries outside the EEA 

2.3.1 Countries with an adequacy decision 

The European Commission has deemed a number of countries of adequate status by providing 
sufficient protection to personal data.  These countries are: Argentina, Uruguay, Jersey, Guernsey, 
Isle of Man, Andorra, Switzerland, Israel, New Zealand, Canada (organisations caught by Canadian 
data protection legislation), and Japan (private sector organisations). 

This means that personal data can be sent to these countries without any additional safeguards.  
These adequacy decisions have been recognised by the UK, so UK colleges can continue to send 
personal data to those countries in the same way as before 1 January 2021. 

2.3.2 Countries without an adequacy decision 

The position will be the same as before the end of the implementation period (and includes sending 
personal data to the US).  Colleges should be aware, however, that in mid-July 2020, a European 
Court decision (Schrems II) held that the ‘Privacy Shield’ (relevant to US export) was invalidated, and 
further due diligence is now needed before the European Commission’s standard contractual clauses 
(“SCCs”) legitimising the export of personal data can be used. The due diligence is required in order 
to ensure that sufficient protection is offered under the local legal framework of the country where the 
data is being sent. It is worth noting that SCCs should not be modified (beyond certain details being 
inserted), but may be included as part of a wider contract. 

2.4 Receiving personal data from the EEA 

The UK is now outside the EEA, and so provisions in the GDPR which allowed personal data to be sent 
around the EEA without additional formalities no longer apply. 

Adequacy for the UK has been adopted by the European Commission on 28 June 2021, formally recognising 
the UK’s high data protection standards. The adequacy decision means that personal data can continue to be 
exported from the EEA to the UK without further safeguards (as discussed above at paragraph 2.3.1).  

The adequacy decision will automatically expire in four years, unless renewed. During the four years, the 
European Commission will continue to monitor the legal situation in the UK and could intervene and 
potentially reverse the decision if the UK departs from the level of protection currently in place. The decision 
does not cover the export of immigration data from the EEA to the UK following a Court of Appeal decision 
which found that the immigration exemption in Schedule 2 to the Data Protection Act 2018 was unlawful. The 
European Commission is due to reassess the need for this exclusion once the situation has been remedied 
under UK law.  

Our suggestion therefore is for the college to continue with its current personal data transfers from the EEA to 
the UK under the adequacy decision however, the college should monitor any changes to the legal situation 
in the UK and therefore any resulting changes to the adequacy decision by the European Commission, 
particularly as we reach the automatic expiry date of the adequacy decision on 28 June 2025. If it looks 
unlikely that the adequacy decision will be renewed, or if any changes to the adequacy decision are made by 
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the European Commission within the four year period, the college can move to putting in place safeguards 
such as SCCs.  

As we approach the automatic expiry date of the adequacy decision, if the college would prefer to take a 
more cautious approach, it may want to consider putting in place SCCs before the decision is made by the 
European Commission to renew the adequacy decision or not. The college could also provide in its contracts 
that any data export from the EEA to the UK will be based on adequacy, if renewed, or on the basis of the 
attached SCCs if not. However, this approach is not without difficulties as it would likely involve significant 
management time and legal costs, which may be a redundant exercise if adequacy is subsequently renewed.  

2.5 Appointment of an EEA representative 

2.5.1 Do colleges need to appoint an EEA representative? 

2.5.1.1 To comply with Article 27 of the EU GDPR, an EEA representative may need to be appointed 
if a college is caught by the extra-territorial jurisdiction of the EU GDPR (see 2.1), unless it 
falls within the exemption.  The exemption provides that an organisation does not need to 
appoint a representative where: 

2.5.1.1.1 it is a public authority or public body; or 

2.5.1.1.2 its processing is only occasional (i.e.  an activity which is not carried out regularly), 
of low risk to the data protection rights of individuals, and does not involve the 
large-scale use of special category data (e.g.  health data, and data relating to 
ethnic origin, race, religious beliefs or political beliefs) or criminal offence data. 

2.5.1.2 Please see our attached flowchart in this regard.  It is important to understand what personal 
data (which is caught by the extra-territorial effect of the EU GDPR) is processed, how often it 
is processed, and how intrusive this is from a privacy perspective. 

2.5.2 Defining a “public authority” or “public body” 

The important question for a college in this regard is whether it is considered a public authority or 
public body.  A “public authority” or “public body” is not defined under the EU GDPR, but is left to 
be dealt with in domestic law. 

2.5.3 Domestic law provides as follows: 

2.5.3.1 Section 7 of the Data Protection Act 2018 confirms that, for the purposes of the GDPR, the 
following are regarded as “public authorities” and “public bodies” in the UK: 

2.5.3.1.1 a public authority as defined by the Freedom of Information Act 2000 (“FOIA”); 

2.5.3.1.2 a Scottish public authority as defined by the Freedom of Information (Scotland) 
Act 2002; and 

2.5.3.1.3 an authority or body specified or described by the Secretary of State in regulations. 

2.5.3.2 Such an authority or body will only be deemed a public authority or body for the purposes of 
the GDPR when performing a task carried out in the public interest or in the exercise of official 
authority vested in it. 
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2.5.4 Schedule 1, Part IV of the FOIA confirms that in England and Wales a “public authority” includes: 

2.5.4.1 the governing body of: 

2.5.4.1.1 a maintained school (as defined by section 20(7) of the School Standards and 
Framework Act 1998 – “a community, foundation or voluntary school or a 
community or foundation special school”) or a maintained nursery school; 

2.5.4.1.2 an institution within the further education sector; 

2.5.4.1.3 a registered higher education provider (under section 39(1) of the Higher Education 
and Research Act 2017); 

2.5.4.1.4 a university receiving financial support (under section 65 of the Further and Higher 
Education Act 1992); 

2.5.4.1.5 an institution in Wales conducted by a higher education corporation; 

2.5.4.1.6 a designated institution (for the purposes of Part II of the Further and Higher 
Education Act 1992, as defined by section 72(3) of that act); 

2.5.4.1.7 any college, school, hall or other institution of a registered higher education 
provider which falls within 2.5.4.1.3 above, or a university which falls within 
2.5.4.1.4 above; and 

2.5.4.1.8 the proprietor of an academy (in respect of information held for the purposes of the 
proprietor’s functions under “academy arrangements” (as defined in section 1 of 
the Academies Act 2010)). 

2.5.4.2 Guidance from the European Data Protection Board (“EDPB”) has also considered what 
constitutes a public body and confirms that public bodies include government authorities at 
national, regional and local levels, as well as other bodies governed by public law (i.e.  those 
that are established to meet the needs of the public and are mainly financed by the state or 
local authorities). 

2.5.4.3 In view of the above, it seems likely that most schools and/ or colleges (LEA maintained 
schools, state-funded further education colleges and sixth form colleges, as well as 
academies) will be considered a public authority or body and will not need to appoint a 
representative.  As the above analysis is fact-specific, it should be undertaken on a 
case-by-case basis.  Each college should therefore be satisfied that it falls within the above 
before deciding that it does not need to appoint a representative.  Please also note that there 
are slight differences which apply to colleges in Northern Ireland and Scotland, and subsidiary 
companies owned by colleges may not be considered a public authority or body and will 
require their own assessment.  We can provide further clarification to any colleges that 
require advice in this regard. 

2.5.5 Appointing an EEA representative 

2.5.5.1 If a college does not consider that it falls within the definition of a public authority or public 
body due to any specifics relating to its organisation or funding and an EEA representative is 
required, then the following should be considered. 

2.5.5.2 An EEA representative should be based in an EEA country where at least some of the 
individuals it sells services/ goods to, or which it monitors, are based.  The representative can 
be an individual or a company.  They can be a group company, and this is a popular option if 
the college happens to have an establishment in the EEA.  The representative will be 
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representing the college in relation to its EU GDPR compliance, and therefore a group 
company must be able to fulfil the following responsibilities: 

2.5.5.2.1 facilitating compliance with data subjects’ rights (e.g.  DSARs, the right to be 
forgotten etc.); 

2.5.5.2.2 maintaining records of processing (e.g.  keeping your Article 30 register up to 
date); and 

2.5.5.2.3 dealing with any EEA regulator. 

In view of these requirements, EEA-based lawyers are a popular choice.  Please note that the EDPB 
advises against any existing data protection officer being appointed as an EEA representative, as this 
often gives rise to a conflict of interest in the roles (namely, the independence of the data protection 
officer).   

Any appointment of a representative must be evidenced in writing.  There is no specified format for the 
appointment and it could be evidenced by a countersigned letter, but there are a number of 
obligations on both parties that need to be contained in the appointment letter. 

The appointed representative will be dealing with individuals in the EEA on the college’s behalf, and 
also any EEA regulator.  Therefore, their details need to be included in the college’s privacy notice to 
allow an EEA individual to contact the representative, should they wish to make a subject access 
request. 

2.6 Changes to data protection documentation 

2.6.1 Privacy notices:  If the college is subject to the EU GDPR, it may need to update its privacy notice if 
an EEA representative is appointed for contact purposes.  Also, if it receives personal data from the 
EEA it will need to mention the data export.  Similarly, under UK GDPR any export to the EEA should 
be mentioned.  The section dealing with the college’s lawful basis for processing the personal data 
may also need to be updated (see paragraph about Article 30 registers below). 

2.6.2 Article 30 registers:  If the college is subject to the EU GDPR, it may need to review and update its 
legal basis to legitimise its use of the data (e.g.  if it has used “compliance with law” as a lawful 
basis, and this is based on UK legislation, this can no longer be used as under EU GDPR the only 
relevant law is EU or member state law).  The college may need to use two legal bases where it is 
caught by EU GDPR and UK GDPR, as one basis may work for UK students under UK GDPR, but not 
be available for French students under EU GDPR. 

2.6.3 Data protection impact assessments (DPIAs): DPIAs may need to be updated if personal data is being 
transferred to EEA countries. 

3 Other key considerations for colleges 

3.1 Exchange students and the recruitment of students from the EU 

The position needs to be considered in relation to whether EU students or EU job applicants apply directly to 
the college, or whether they apply via a third party organisation (e.g.  through a recognised exchange 
scheme). 

If EU students and/ or EU job applicants apply direct then this data export to the UK will be permissible on the 
basis of adequacy.   

If the college has an arrangement with an education organisation or recruitment agency in the EEA, whereby 
they receive student or job applicant personal data through this organisation, then they can continue to do so 
on the basis of adequacy.  Despite being non-Brexit related, another consideration is to ensure there are 
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appropriate data sharing provisions in place between the college and any education and/ or recruitment 
organisation which govern how the personal data of EU students may be used, and how it should be stored. 

If a UK student’s details are sent to an EU organisation by the college, the college can continue to send this 
information without additional formalities (for now), but should also ensure a data processing agreement/ 
provisions are in place with the EU entity receiving the UK student’s personal data. 

This does not cover immigration issues arising from Brexit that may impact student exchange programmes 
and the recruitment of EU staff members; which should also be considered fully. 

3.2 Use of EU companies to store personal data 

If a college stores personal data of students, prospective students, student’s parents and staff (etc.) through 
cloud hosting managed by an EU company (e.g.  a company based in Dublin), this will likely constitute a 
transfer to the EU when the personal data is sent, and a transfer from the EU when the cloud vendor sends 
the data back to the college.  This can continue, without any additional formalities through adequacy.   

 

Irwin Mitchell LLP 

16 July 2021



APPOINTMENT OF EEA REPRESENTATIVE – FLOWCHART

Are you processing personal data via an establishment in the EEA? 

An establishment means real and effective activity through stable 
arrangements such as a branch office.

NO YES

Do you monitor the behaviour of 
individuals located within the EEA? 

Monitoring of behaviour relates to 
targeting and profiling individuals using 

activities such as cookies or online 
tracking using fingerprinting, 

behavioural advertisements, and 
geo-location tracking.  

Do you sell goods or provide services to 
individuals located within the EEA? 

This only covers where the goods or 
services are sold/provided to individuals 
If you sell to companies but have contact 

details of individuals, this does not 
count.  Payment is irrelevant.

Is the processing only occasional, of low risk to the data protection rights of individuals, 
and does not involve the large-scale use of special category or criminal offence data?

“Occasional” means an activity which is not carried out regularly or during the course 
of regular business activity.

APPOINT AN EEA REPRESENTATIVE

The representative should be present in a Member State where 
affected individuals are located. If you collect personal data from 
many EU member states, it’s best to select the one in which you 
collect the most data or conduct the most extensive monitoring.

You must include the name of your representative in the 
information you provide to individuals, e.g. in a privacy notice.

If you are a public authority or body you do not need to 
appoint an EEA representative.

YOU DO NOT NEED 
TO APPOINT AN EEA 

REPRESENTATIVE

NO

NO

NO

YES

YES

OR




