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The Association of Colleges (AoC) represents nearly 95% of the 257 colleges in 

England incorporated under the Further and Higher Education Act 1992. 
 

Introduction  
 

The growth in online social media has provided colleges with a powerful 

communication tool, which can be used to directly converse with students, 

partners and the wider public on an immediate basis. Every day, billions of 

people create connections through social media. Colleges recognise the 

powerful impact social media channels have and use them to alert people to 

college closures due to adverse weather conditions or power cuts, to put a stop 

to damaging rumours, and to run online campaigns both for students and the 

college.  

 

On the flipside, it has led to additional risk management issues, which need to 

be factored into any crisis communications plan. Alongside the tools being used 

to communicate during a crisis, there is the potential for social media messages 

to be the cause of problems, whether this is online student activism, or staff 

leaking information that may damage a college’s reputation, or the media 

picking up on discontented tweets or Facebook postings.  

 

There are key considerations which must be considered for any social media 

crisis: 
 

Effective monitoring  
 

Have effective monitoring processes in place at all times. This will allow you to 

be aware of any comments posted on social networks relating to your college. 

Tools such as Tweetdeck or Hootsuite carry out real time monitoring to ensure 

you are aware of what is being said online and helps you to spot a crisis quickly.  

 

Rapid response  
 

As with all crisis communications, a quick response is important on social media. 

An immediate comment from your college, even if it is a holding statement of 

‘we are looking into this’ ensures that you are being seen to be acting. It is 

always better to be part of the conversation than be conspicuously absent.  

 

Once you have a definite answer about the issue, you should post this – it is 

better to provide answers before anyone else. 
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If individuals have messaged you directly, a response should be provided to 

each of these. They should not be a ‘copy and paste’ reply for each one, as this 

can portray a lack of understanding and concern. This can take a lot of resources 

but can be worth it for the reputation of the college. 

 

On occasion, individuals may be particularly critical and damning in their 

messages. These should not be ignored; provide them with a direct email 

address to take the conversation off-line.  

 

Automated messages  
 

During a crisis, turn off any automated marketing materials. If people are 

following your accounts, expecting to receive updates on a crisis, it is 

inappropriate to be sending promotional messages at the same time.  

 

Keep messages factual  
 

Messages always during a crisis must be factual. If what you are saying is untrue 

this will be discovered and will cause reputational damage. At the same time, it 

is good practice to only say what is necessary and leave out any non-essential 

information. On social media sites such as Twitter, it is not always possible to 

give full answers. When more information is needed, you should direct people to 

your website. In addition, make sure that there is consistent information across 

all channels used by the college, and that these messages are sent 

simultaneously.  

 

Remember the legacy  
 

Using social media can allow for instantaneous news to be broadcast. However, 

you must remember that any communications sent through these channels are 

permanent and are part of the overall organisational legacy of your college. 

 

Clear responsibility  
 

Social media should not be an add-on to be used only if there’s time during a 

crisis, but as a fully integrated part of the communications work. Therefore, 

there should be clarity about which team member is responsible for monitoring 

and responding to social media messages. 
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Example Scenarios  
The information below provides advice about some potential problems relating 

to social media. This list is not exhaustive and will be added to as necessary.  

 

Corporate social media accounts hacked  
• Change the password immediately  

• Send a message saying what has happened: ‘Our account was hacked by 

someone from outside the organisation.’  

 

To mitigate this risk, it is useful to change the password every few months. In 

addition, make sure the password you choose is strong, with a mixture of letters, 

numbers and symbols. 
 

 

Inappropriate messages  
 

The sending of inappropriate messages is a potential risk for colleges. This could 

be from the corporate account or from personal accounts of staff or students. 

You can delete messages from your social media timelines, but you cannot 

assume someone has not already taken a screenshot of the message, or that it 

is not already on a third-party application, such as Hootsuite.  

 

Some considerations for messages sent from corporate accounts:  

• For minor infractions, it may be enough to delete the offending message 

and issue an apology on the platform where it ran.  

• For more serious problems, it is likely that this would be picked up on a 

greater scale than a single social media platform. Therefore, in a similar 

way to other crisis communications, you should issue an apology message 

from a senior level in the organisation and ensure this is available through 

all communication channels.  

• Ensure that any complaint messages from other users are responded to as 

quickly as possible.  

• Have in place clear guidance for what can and cannot be published using 

social media and ensure anyone with access to the accounts is aware of 

this.  

• Limit the number of people who have access to the account to mitigate 

this risk.  
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Defamation  
 

Defamation is the act of making a statement about a person or company that is 

considered to harm reputation. It is a serious issue, and one that has become 

prominent in social media, because of users not being aware of the risks. More 

information is available in our Legal Considerations document.  

 

In its Social Media Best Practice Guide (2013) the Chartered Institute of Public 

Relations identified several issues relating to defamation when using social 

media:  

• A company may be held responsible for something an employee has 

written or said if it is on behalf of the organisation, or on a company-

sanctioned space, including a blog, tweet or website.  

• Action can be taken against you for repeating or linking to libellous 

information from another source. Retweeting or reposting does not 

exempt you from the law.  

• You do not have to name an individual to be considered in breach of the 

law. Providing enough information to make identification may be enough.  

 

 

https://www.aoc.co.uk/sites/default/files/legal%20considerations.pdf
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Personal Accounts  
 

Many staff and students have personal social media accounts. While there is the 

opportunity to use personal accounts as informal brand ambassadors for the 

college, there is the risk that inappropriate messages or content could lead to 

reputational damage.  

 

Therefore, it is important to have clear policies in place for the use of social 

media and to ensure everyone is aware of them. This should also cover the use 

of college IT equipment and accessing social media during college hours.  

 

Inappropriate messages sent by students  
 

It is also difficult to be clear about the limits that colleges can put on the use of 

social media by students. 

 

• Have in place guidance, provided to every student at enrolment, 

highlighting the potential dangers of social media, and that their 

comments, while sent in a personal capacity, could reflect on the 

reputation of the college.  

• If an inappropriate message is sent by a student and linked to the college, 

acknowledge the problem. For example: ‘we are aware of inappropriate 

messages being sent and are looking into the issue’ or ‘an inappropriate 

message was sent from a student’s personal account. This is not a 

reflection of the college’s views. We are looking into the issue.’  

• On occasion, there could be a backlash against the student, with ‘troll’ type 

messages sent by other users. At these times, the college may want to 

consider providing additional support to the student.  

 

To mitigate the risk:  

• Ensure that policies are in place, and they are provided to students. 

Consider asking students to sign up to the policy on enrolment.  

• Consider using the incident as an opportunity for teaching students about 

the dangers of using social media, and the impact messages can have on 

others and themselves. 

 

Inappropriate messages sent by staff  
 

There is debate about the restrictions or limits that employers can put on the 

social media use of their employees. If an inappropriate message is sent by an 
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employee using their personal account, it may be inadvertently linked to the 

college if they have stated in their profile who they work for.  

 

If this happens respond by acknowledging the concern and the action being 

taken. For example: ‘we are aware of inappropriate messages being sent and are 

looking into the issue’ or ‘an inappropriate message was sent from a staff 

member’s personal account. This is not a reflection of the college’s views. We are 

looking into the issue.’  

 

To mitigate these risks, ensure there are clear policies and guidance in place for 

staff as to what is and isn’t acceptable behaviour, and cover the issue in 

employee induction, training and terms of employment. AoC’s Employment 

Team is able to give further guidance on developing college policies to manage 

social media issues. 

 

Example policy content  

Any communications that employees make in a personal capacity through social 

media must not:  

• bring the college into disrepute, for example by:  

• criticising the college or any member of staff;  

• making derogatory remarks about the college or your role within the 

organisation;  

• arguing with students, colleagues or rivals;  

• making defamatory comments about individuals or other organisations or 

groups; or posting images that are inappropriate or links to inappropriate 

content;  

• breach confidentiality by:  

• revealing trade secrets or information owned by the college;  

• giving away confidential information about an individual (such as a 

colleague or customer contact) or organisation (such as a rival business);  

• discussing college internal workings (such as deals that it is doing with a 

customer/client or reveal its future business plans that have not been 

communicated to the public);  

• breach copyright by:  

• using someone else's images or written content without permission;  

• failing to give acknowledgement where permission has been given to 

reproduce something;  

https://www.aoc.co.uk/funding-and-corporate-services/employment/about-us-and-advice-line-information
https://www.aoc.co.uk/funding-and-corporate-services/employment/about-us-and-advice-line-information
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• do anything that could be considered discriminatory against, or bullying or 

harassment of, any individual by:  

• making offensive or derogatory comments relating to sex, gender 

reassignment, race (including nationality), disability, sexual orientation, 

religion or belief, or age;  

• using social media to bully another individual; or  

• posting images that are discriminatory or offensive or links to such 

content.  

For minor infractions, it may be sufficient for the staff member to delete the 

offending message and issue an apology on the platform where it ran, and leave it 

at that. 
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Inappropriate messages  
There is no control of what individuals may write on a college’s social media wall. 

However, it is important to have a clear moderation policy, which sets out what 

content will be deleted from your page, such as the following: 

 

Example  

Our college encourages comments and posts about our work, and any of the 

information we post on our social media channels, in an intelligent and 

constructive manner. We reserve the right to remove comments without 

notification which:  

• bully, harass or intimidate any individual or organisation  

• are unlawful, libellous, defamatory, abusive, threatening, harmful, 

obscene, profane, sexually-oriented or racially offensive  

• infringe or violate someone else’s rights  

• violate the law  

• discuss ongoing legal proceedings  

• are spam  

• advertise products or services  

• are irrelevant or off-topic  

• are disruptive  

• are repetitive  

 

We will also remove or ban any user who:  

• continues to post comments such as those listed above  

• encourages others to post such comments  

• uses an offensive image as their profile picture  

• has an offensive user name  

 

Our social media channels are monitored between 9am – 5pm Monday to 

Friday, and we will endeavour to respond to your post as quickly as possible. 

Please be aware that we are not here over the weekend or on bank holidays, but 

we will pick up with you as soon as we can. 
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